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Executive Summary 

• Ottawa is the global hub of an expanding network of sophisticated reverse engineering 
expertise.  

 
• UBM TechInsights – and its Ottawa-based competitors – share a rapidly growing 

technology sector with annual revenues approaching $250M. 
 

• The “raison d’être” of this unique Canadian technology sector is the protection of the 
legal rights of the creators and owners of Intellectual Property. 
 

• The proposed amendments to Bill C-11 (The Copyright Act), particularly those related 
to the broad definition of technical protection measures, could lead to an interpretation 
that the work of these reverse engineering firms is illegal. To determine infringing, 
improper or unauthorized usage, by definition, reverse engineering could entail the 
breaking of digital locks or anti-circumvention measures in a manner that some may 
argue is illegal under the new Act: as such, the amendments could in fact shield IP 
infringers and punish IP rights-holders. 

 
The purpose of this submission is to highlight the possible unintended consequences of 
certain provisions of the proposed legislation (Bill C-11) that could cause material damage to 
a successful and growing Canadian high technology sector. 
  
UBM TechInsights is a significant Canadian success story, and is at the centre of a uniquely 
Canadian high-technology sector; whose “raison d'être” is the protection of the legal rights of 
the creators and owners of Intellectual Property. UBM TechInsights is dedicated to protecting 
the rights of innovators in Canada and around the world. As such, we understand and fully 
support the policy rationale and intent behind the government's proposed amendments to 
Canada’s Copyright Act. 
 
The National Capital Region (NCR) has emerged as the global hub for companies 
specializing in the detection of IP infringement and the protection of IP ownership.1 In addition 
to UBM TechInsights, there are several other internationally recognized firms located in the 
NCR.2 These companies use sophisticated reverse engineering techniques, requiring large 
numbers of highly skilled and educated experts, complex and costly equipment and an 
analytical rigor that is unsurpassed anywhere in the world. The specialized services of UBM 
TechInsights, and those of our competitors, allows our global clientele to detect infringing 
uses of their proprietary technology. Our services are a vital tool for IP owners, offering them 
proof of IP infringement. This is the necessary first-step to IP protection and enforcement, 

                                                           
1
 Krystle Chow, “The Growth of an Intellectual Ecosystem”, Ottawa Business Journal, Feb 27, 2012.  

2
 See Annex 1: “IP Protection / Reverse Engineering in the National Capital Region” which provides an overview 

of some Canada's leading reverse-engineering/ IP protection companies. 
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leading ultimately to meaningful alternatives to enforcing their intellectual property rights 
through litigation, or other measures such as license negotiations. In many cases, negotiation 
is the only true alternative for enforcing IP rights for small- and medium-sized enterprises and 
innovators. 
 
The proposed amendments to the Copyright Act, particularly those related to the broad 
definition of technical protection measures, could inadvertently create an interpretation where 
the work that UBM TechInsights does to protect the IP of creators, innovators and owners 
could arguably be considered illegal. 
 
In order for UBM TechInsights to identify an infringement of IP, it is sometimes necessary to 
break the protective measures put in place by suspected infringers. In today's digital 
economy, the range of scope of devices is nothing short of infinite. New devices come onto 
the market every day. To protect existing patents and IP, it is necessary to examine the “inner 
workings” of these devices to satisfy IP holders that no infringement on their existing rights 
has occurred. However, under the provisions of Bill C-11 (as drafted), the digital locks on 
these new devices will themselves protect everything inside the device. Thus, IP entitled to 
copyright protection, such as a circuit layout or software code, will be shielded from scrutiny 
by the provisions of Bill C-11, and inadvertently, the legislation will shield and protect potential 
copyright and patent infringement. 
 
Canada is the global leader of this unique and highly specialized industry. In 2011, this sector 
employed hundreds of highly-skilled, highly-paid knowledge workers, and contributed over 
$230 Million in sales to the Canadian economy.  We do not believe that it is the government's 
intention to create a legislative barrier to the continued expansion and growth of this 
increasingly competitive and innovative industry sector.   
 
In light of the above, we respectfully request that the Committee consider the following 
modifications to the proposed amendments in Bill C-11: 
 

1. Clarify that the investigative exception for circumvention includes acts for investigating 
breaches of all laws of Canada and its international IP treaty partners, including 
breaches of private rights, trade secrets and Common Law rights. 
 

2. Clarify that the “fair dealings” provisions of the Copyright Act (a) include investigation 
of breaches of personal rights; and (b) apply to the anti-circumvention provisions. 

 
3. Tie the anti-circumvention provisions to acts of copyright infringement, or an intention 

to infringe copyright. 
 
In summary, we believe that certain provisions of Bill C-11, in its current form, will create 
unintended consequences that will reduce the effectiveness of IP protection in Canada, have 
a negative impact on Canadian innovation and place Canada's world leadership in the rapidly 
growing Canadian IP protection industry at risk. 
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Reverse Engineering In Canada 

In many areas of technology innovation and development, notably in semiconductor and 
software-related industries, determining whether or not someone has infringed upon your 
intellectual property rights is not a simple matter.  Similar form and function are ubiquitous in 
modern technologies and consumer products.  But, it is the inner workings of devices that are 
protected by copyright and patents. IP could well become the engine of economic growth in 
future. 
 
So, how does an IP rights-holder protect its rights in a global market? This is often achieved 
by examining the inner workings of, for example, a semiconductor chip, whose working parts 
are measured in nanometers; or by characterizing signals emitted from a mobile phone or 
other consumer device, to understand very clearly how they are created. Detecting copyright 
and patent infringement in such circumstances requires exceptional technical expertise, 
substantial research and development investment, innovation and hard-won experience. 
Canada is home to the world’s foremost experts in this rapidly evolving area and attracts 
business from the world’s largest technology companies to assist them to protect their IP and 
patent rights. 
 
UBM TechInsights is a pioneer in this field with over 25 years of experience working with 
global technology innovators to protect their IP rights by locating and documenting evidence 
of infringement across a wide array of high-technology sectors. In many respects, we act as a 
“crime lab” for high-tech industries to protect their valuable IP assets.3 

 
Using the latest technologies, and a highly-skilled work force, we detect IP and copyright 
infringement for a who's who of the international technology universe. Last year, UBM 
TechInsights employed over 160 people in National Capital Region and had revenues of $42 
million. We employ graduate and post-graduate engineers, chemists and physicists in a 
challenging environment that attracts the best and brightest minds from across a broad range 
of technology areas. These kinds of jobs are essential to Canada as it moves more 
aggressively into a knowledge-based economy that will reward innovative and competitive 
advantage in the 21st century. 
 

Impact of Canadian IP protection sector on global high technology firms 

Canada's IP protection sector has played a very significant role in the evolution of the global 
high tech sector. From the perspective of UBM TechInsights, we have had many successes in 
this regard. We, and other Canadian companies in this industry, have assisted hundreds of 
innovators enforce their IP rights. To illustrate the breadth and scope of this sector, it is useful 
to review some real examples where Canadian companies have made a contribution to IP 
protection in the global market.   
 

                                                           
3
The Globe and Mail, “An Industry Built on Tearing Things Apart”, December 1, 2010. 
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1 - TSMC v SMIC: $175 Million Patent & Trade Secret Cross Licensing Deal 
 
“Forensic work by UBM TechInsights helped crack one of the costliest and longest-running 
corporate espionage cases of all time. The case pitted Taiwan Semiconductor Manufacturing 
Co., the world’s largest contract chip maker, against China-based Semiconductor 
Manufacturing International Corp. TSMC suspected that dozens of former employees had 
stolen vital chip-making methods and provided them to SMIC, but couldn’t prove it. So 
engineers at UBM TechInsights tore apart various semiconductor devices made by the 
Chinese and identified strikingly similar features to TSMC’s own chips. 
 
The evidence, plus UBM TechInsights’ technical analysis, was crucial to a $175-million 
licensing deal between the companies in 2005 and a subsequent 2009 TSMC victory in a 
California court. The two sides quickly settled the second case for $200-million plus an 
undisclosed amount of stock.” 

Source: The Globe and Mail, “An Industry Built on Tearing Things Apart”, December 1, 2010. 

 

2 - Texas Instruments v. Hyundai: $1 Billion Cross-Licensing Agreement 
 
“Austin-Hyundai Electronics Industries Co. Ltd. of Seoul, South Korea, agreed to pay $1 
billion over a 10-year period to cross-license DRAM patents from Texas Instruments Inc. (TI), 
ending multinational litigation between the chipmakers.”  

Source: Jeff Dorsch, "Hyundai to Pay $1B to License TI DRAM Patents". Electronic News. 
FindArticles.com. 12 Mar, 2012. 

 
“The (Hyundai) jury decision and the subsequent settlement are indicative of the strength of 
TI’s portfolio of more than 6,000 patents,” said Richard J. Agnich, senior vice president and 
general counsel of Texas Instruments. “These patents have resulted from billions of dollars of 
R&D investment over many years. We’ll license our technology, but we won’t give it away. 
Semiconductor Insights [, which is UBM TechInsights’ former operating name,] is respected 
industry-wide for the quality and accuracy of their technical analyses. Their experience and 
in-depth analyses enables us to determine our best infringement cases and then present 
them in a straightforward manner. This is critical to a successful licensing program,” said 
Frank Cimino, Patent Licensing Counsel, Texas Instruments.”  
  Source: UBM TechInsights. 
 

3 - MOSAID Settlements with Hynix, ProMOS and Mosel Vitelec (among others) 
 
“MOSAID and Hynix Enter Into Patent License and Acquisition Agreements” 
  Source: MOSAID Technologies Inc., May 16 2011 Press Release. 
 
 

“MOSAID and settles litigation with ProMOS and Mosel Vitelic” 
  Source: MOSAID Technologies Inc., Feb 4, 2008 Press Release. 

 
“Patent licensing and litigation expense represents the cost of managing and conducting 
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litigation actions, infringement analysis-based reverse engineering costs undertaken by or on 
behalf of the Company to support licensing activities, revenue sharing costs associated with 
patent portfolios or patent rights acquired by the Company, and the cost of conducting 
licensing negotiations.”  

Source: MOSAID 2009 Q1 Unaudited Consolidated Financial Statements 
 
“But there’s a good reason Mosaid is making the strategy work from its Ottawa base. Like 
other companies involved in patent prosecution, it typically subcontracts the reverse 
engineering to outside companies. And the world’s three largest of these companies are 
based in Ottawa. They’re all down the street,” Lindgren said. “It’s great to have that market 
right here. 
 
Mr. Lindgren said Mosaid prefers to stay out of the courts, spending its money upfront to build 
a strong case. And it’s been able to do that in all but six of its 40 licensing deals. The court is 
an inefficient enforcement choice,” Lindgren explained. “You spend a lot of time and money 
on legal counsel. We prefer to go in with a well-developed case of infringement and make an 
immediate licensing offer.” 

Source: Report on Business, “The Patent Game Pays Off for Ottawa Firm”, Thursday October 
28th, 2010. 

 

4 - Counterfeit Elpida Semiconductor Memory Device Products 
 

“Elpida has an announcement on its site concerning counterfeit products, warning that some 
DRAMs marked as Elpida were fakes and had performance and quality problems. James 
said that as a customer, he was affected, since what he thought were genuine 2Gb Elpida 25-
nm DDR3 SDRAMs were in fact counterfeits. The package was marked with genuine-looking 
parts numbers, but further investigation found a Samsung 2Gb die, along with the associated 
die mark. Additionally, the Samsung component used the 48nm process, not the 25nm 
process that the Elpida product allegedly has. James said the counterfeiters removed the 
markings on low-grade Samsung parts, then re-marked them with high-end Elpida numbers.”  

Source: Leung, Isaac, “Counterfeit Elpida DRAMS actually Samsung Chips”, Electronics News, 
November 30, 2011, http://www.electronicsnews.com.au/features/counterfeit-elpida-drams-
actually-samsung-chips. 

 

Bill C-11:  Chilling impact on Canada's reverse-engineering sector? 

Many global jurisdictions recognize the importance of reverse engineering as a socially 
beneficial activity that, among other things, promotes innovation and permits IP rights-holders 
to assess infringement. Indeed, US lawmakers have formally protected reverse engineering 
activities, in light of the economic and innovative benefits, in the US Semiconductor Chip 
Protection Act. 
 
Canada, however, appears to be moving in the other direction in this regard. Under the 
proposed amendments to the Copyright Act (Bill C-11), a number of currently legal and 
beneficial activities in the reverse engineering and related technical analysis fields could, in 
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some interpretations, be considered unlawful. This uncertainty, in turn, could result in the loss 
of Canada's global technology leadership in the reverse engineering IP protection sector. 
 
In particular, an amended Copyright Act will prohibit circumvention of any effective 
“technology, device or component that controls access” to a work (see proposed sections 41 
and 41.1(1)).  This extremely broad prohibition could be interpreted by others to include 
activities related to common reverse engineering activities; such as software decoding, de-
layering or un-packaging semiconductor chips, or even the simple act of removing the back 
cover from a consumer device, such as a television, a gaming device or a telephone.   
 
Some may even interpret Bill C-11 as impacting Canadian-based IP protection / reverse 
engineering service providers’ ability to offer services to IP-holders, even if the work were to 
be done in another jurisdiction. The bill also prohibits the transfer of any technology, device or 
component whose primary purpose is for circumventing a digital lock. Interpreted broadly, a 
Canadian high technology company that believes its technology is being infringed might very 
well be unwilling to buy reverse engineering services from a Canadian firm, thereby pushing 
this revenue offshore to a non-Canadian entity. 
 
Put simply, any act by a person in Canada to gain access to a device or its underlying 
technology; or to assist a third-party to do so to determine whether or not its IP rights have 
been breached, could be accused of violating of the law as proscribed in the amended Bill C-
11, in light of the possible interpretation described above.   
 
Equally troubling is the concern that the Act, as amended, could give rise to many significant 
available civil and statutory remedies, including damages, injunction (which may have a 
reduced standard in respect of proven breaches of IP), accounting of profits (which can, 
under some circumstances be provided in addition to damages), and surrender/destruction of 
infringing property. Particularly in light of the adversarial nature of IP-rights-negotiation, in 
which a suspected infringer would be incentivized to threaten such remedies against the IP 
rights holder or its associated reverse engineering team, the proposed Bill would pose a 
significant financial and business risk that would create a very strong chilling effect against 
the seeking or provision of any reverse engineering services.  
 
In the Act, as currently written, there are two exceptions that are relevant to those offering 
services to protect the IP rights of innovators. These exemptions, however, may not go far 
enough in mitigating the potential risks associated with undertaking reverse engineering 
activities should the provisions of Bill C-11 be passed into law. 
 
The first of these exceptions permits investigative activities associated with a violation of an 
Act of Parliament or the Legislature of a Province. Based on the heading in Bill C-11, the 
intent of this exception may be to have it apply only to acts of law enforcement or national 
security agents.  We believe that it also covers investigations of breaches of private rights 
established by Acts of Parliament or Provincial Legislatures. In any event, it will not cover 
breaches of non-statutory IP rights, such as the unauthorized appropriation of trade secrets 
or the breach of confidence or trust in relation to IP, since legal protection in Canada over 
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these valuable IP rights are not codified in any statute. Moreover, and perhaps most 
importantly, it could be argued that it will not insulate reverse engineering companies from 
assisting their customers to investigate suspected infringements of US or other non-
Canadian IP rights. Practically speaking, such rights are almost always as important to 
innovators as Canadian patent rights, this exception will not prevent Bill C-11 from hobbling 
the Canadian companies in this rapidly growing global industry. 
 
Another exception, that may have some relevance, relates to activities whose sole purpose is 
to enable a computer program to be interoperable with other computer programs.  It is 
unclear what activities would be permissible under this exemption. Moreover, the Canadian 
exemption is narrower than similar exceptions that have been enacted in other jurisdictions, 
notably in the United States (which has an analogous exception that is not limited to 
interoperability of computer programs). 
 
Therefore, here again, neither exemption provides sufficient comfort to those firms providing 
reverse engineering / IP protection services in Canada because the digital lock and/or anti-
circumvention provisions could potentially be interpreted as making their services illegal. 
 

Bill C-11: Its impact on innovation and innovative companies? 

As currently drafted, the anti-circumvention measures in the proposed Copyright Act may 
effectively remove Canadian industry from the role of determining whether or not products 
infringe trade secrets and non-Canadian patents. This could create another unintended 
consequence.  Parties who set out to willfully infringe the rights of innovators, for example 
those in the US, could gain a valuable location from which to operate and to ship their 
products.  Since detection of such cases of infringement would now be illegal in Canada, 
such firms could freely operate in Canada with the objective of infringing US – or other 
foreign – IP or patents.  The Canadian marketplace could be flooded with products that 
would, if imported or used in the US, infringe US rights holders. Regrettably, these rights’ 
holders will have little recourse in Canada to detect this activity.  Instead, they would need to 
hire a US-based firm to undertake the forensic reverse engineering analysis for which 
Canadian firms are now recognized as being the best-in-class.   
 
As a measure of the importance of IP protection, we canvassed the top global IP holders 
amongst the membership of the Information Technology Association of Canada (ITAC). 
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The above table includes every major technology innovator in the advanced technology 
world. All firms have important ties to the Canadian market, which clearly demonstrates the 
importance to Canada of protecting their IP rights. It would be unfortunate indeed, if Bill C-11 
were to unintentionally cause such companies to reconsider their investments in Canada due 
to an assessment that Canada is not a place that respects IP rights. 
 
Another major market for Canada's reverse engineering sector are those small and medium-
sized firms, from all over the world, who depend on Canadian expertise to defend their IP 
rights in the litigious US marketplace. A chill on reverse engineering – as a consequence of 
the digital lock / anti-circumvention provisions - would have a pronounced impact on small 
and medium-sized technology companies in Canada who rely on US patents to protect their 
investment in the large US market. The services of UBM TechInsights, and other similar 
companies in Canada, provide Canadian and foreign SME’s with a reasonably priced 
alternative to entering into expensive and risky litigation under the US court system, where 
deep pockets are often necessary to maintain a successful litigation strategy, even for those 
with the strongest cases. Access to these services can be critical to the survival of SME’s 
who, by definition, must rely on being more technologically advanced than their competitors. 
 
Finally, Canada’s international treaty obligations with respect to intellectual property require 
that we treat all parties to international treaties in a similar manner.  Thus, the amended Bill 
C-11 could create a circumstance whereby Canadian IP-holders are afforded special 
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protection in the domestic market, a protection which could not be extended to other member 
states due to the anti-circumvention provisions that would apply preferentially only to 
Canadian intellectual property. 
 

Recommendations 

We believe that strong legislation to protect IP rights is absolutely vital in a knowledge-based 
economy. That is why we fully support the intent of Bill C-11 in principle. However, for the 
reasons noted above, we are concerned that without carefully crafted exceptions to the broad 
prohibitions related to digital locks, anti-circumvention and other technical protection 
measures, Bill C-11 may in fact have the opposite effect to that which is intended. The current 
amendments may, in fact, have a practical result of protecting copyright infringers and not IP 
rights-holders by virtue of an unintended cloud of legal uncertainty. Of most concern to us, it 
may do so in a way that needlessly and dramatically impairs our world-leading Canadian 
technology success story. We are a uniquely Canadian industry, with a uniquely Canadian 
technology niche in a rapidly growing global market. We do not believe that it is the 
government's intention to harm us or our Canadian technology partners. 
 
With a view to implementing effective anti-circumvention measures in Canada that will protect 
the rights of IP holders, and enhance the growth opportunities for our highly competitive 
Canadian industry, we recommend that the Special Legislative Committee on Bill C-11 
consider the following recommendations: 
 

• Clarify that the investigative exception for circumvention includes acts for investigating 
breaches of all laws of Canada and its international IP treaty partners, including 
breaches of private rights, trade secrets and Common Law rights. 

 
• Clarify that the ‘fair dealings’ provisions of the Copyright Act (a) include investigation to 

identify breaches of personal rights; and (b) apply to the anti-circumvention provisions. 
 

• Tie the anti-circumvention provisions to acts of copyright infringement, or intention to 
infringe copyright. 

 
In summary, we believe that certain provisions of Bill C-11, in its current form, will create a 
number of unintended consequences that will reduce the effectiveness of IP protection in 
Canada, have a negative impact on Canadian innovation and place Canada's world 
leadership in the rapidly growing Canadian IP protection industry at risk. 
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Annex 1:  IP Protection / Reverse Engineering in the National Capital Region 
 
In addition to UBM TechInsights, there are a number of similar companies, many of which are 
located in the nation’s capital due to its “ecosystem” of intellectual property experts and 
service providers4 that have experienced significant growth and demand in this industry. 
Other notable companies include the following: 
 
Wi-LAN, Inc. (traded on the TSX): 

Headquarters: Ottawa, ON 

# of Employees: 39 

2011 Sales: CAD$47.7M 

2011 Net Income: (CAD$20.8M) 

 

MOSAID Technologies Inc. (traded on the TSX): 

Headquarters: Ottawa, ON 

# of Employees: 45 

2011 Sales: CAD$79.5M 

2011 Net Income: (CAD$24.4) 

 

Chipworks Inc. (Private Independent Company): 

Headquarters: Ottawa, ON 

# of Employees: 100 

2011 Sales: CAD$27.5M 

 

Global Intellectual Strategies (Private Independent Company): 

Headquarters: Stittsville, ON 

# of Employees: 10 

2011 Sales: Unavailable 

 

Sipro Labs Telecom (Private Independent Company): 

Headquarters: Montreal, QC 

# of Employees: 13 

2011 Sales: CAD$3.1M 

  

                                                           
4
Supra, note 1. 

 


